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THE SMART WORLD
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• World population from 7.5 to 7.6 billions

• More than 5 billions mobile users (68% penetration
on the whole world population, +4% from 2017).

• More than 3 billions (penetration 42%) active
accounts on social media (+13% since 2017)

• 14% increase people active using social media on 
personal smartphones

DIGITAL IN EUROPE

4

N of mobile connections > population



17/05/18

3

WEB TRAFFIC SHARE
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Decrease in Laptop/Desktop users, steady mobile phone 
users, increase in other devices users

MOBILE APPS
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USER’S PROFILE
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DIGITAL DIVIDE

• Younger people use social media more than
older people but there are many users in 
older categories

• Gender difference is almost
disappearing

8
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INFORMATION SOURCES
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MOBILE AND INFORMATION SOURCES
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• Internet search engines like Google are the 3rd  
source of information (51,4%)

• Facebook is the fifth (43,7%).

• Among younger people: 
• First: Facebook (71,1%)
• Second: Google (68,7%)
• Fourth: YouTube (53,6%)

Censis 2016
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HEALTH SOCIAL MEDIA

Citizens use 
social media 
as a reliable

source of 
health

information

90% rely on 
information 
found on 

social media

54% seek
advice on 

online 
communities

40% 
changed their

lifestyle
according to 

advices found
on social 
media
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”Hospitals use Facebook as an 
inexpensive way to educate people on 

health and wellness topics and to 
communicate

different types of information and news 
to the public audience”

HEALTH MOBILE APPS
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“I don’t know, but I 
can try to find out” is

the default setting
for people with 

health questions. 

27% of internet users and 20 percent of adults have tracked
their weight, diet, exercise routine, symptoms, or another health
indicator online.

12

15000+ 
Apps

Health&
Fitness

33% 
Use 

health
apps

60% 
activity
monitor

36% 
symptom
checker

52% 
nutrition
and diet

29% 
prefers
remote 
visits

90% 
would
like to 

exchang
e data 
with 

physician

40% 
data 

exchang
e with 

physician

29% 
medication
reminder

30% 
pathology
monitor
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WEARABLES
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The number of 
devices connected to 

the Internet was
12.5 billion in 2010, 
making the number

of connected devices
per person >1 (1.84) 
for the first time in 
history. Now they

are 25 billions

You can be 100 
percent identified, 
as an individual, by 

your Fitbit data. 

IO(h)T

14
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IO(h)T 
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• Intellis system for treating 
chronic pain by delivering 
neurostimulation at the 
spinal cord. 

• Using a Samsung Galaxy 
Tab S2, the patient's 
caregiver can adjust the 
neurostimulation according 
to a workflow designed by 
Medtronic called Evolve.

WEREABLE HEALTH DEVICES

16
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SENSORS AND DRUGS
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HEALTHCARE INCLUSION
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• Digital inclusion
also of developing
countries

• Distributing
healthcare benefits 
across society 
(equity)Low-income countries are 

above the world global average
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REAL-TIME COMMUNICATION
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• The app helps doctors get information 
about their acute kidney failure 
patients to enable faster diagnostics 
in situations where time is of the 
essence. 

• The app uses 'breaking news' alerts 
to make sure doctors' attention is 
directed to the patients who need it 
the most in the moment.

PATIENT-CENTERED MEDICINE
• Patient inclusion in healthcare

delivery
• Increased education capability
• Services for non-patients

(wellness, healthy lifestyle)
• Moving some health

responsibilites to patients
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MEDICAL PRACTICE

MEDICAL EDUCATION
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COLLECTING DATA FOR RESEARCH
Crowdsourcing for research Mapping diseases 

with GPS 

Collect digital data for advanced analytics

COLLECTING “BIG DATA” TO SUPPORT 
HEALTH

24
www.ibm.com
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COLLECTING “BIG DATA” TO SUPPORT 
HEALTH
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CONCERNS & CAVEATS

RISKS

DATA SECURITY

CONTENT 
RELIABILITY

INAPPROPRIATE 
USE

26
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QUALITY, RELIABILITY, AND USEFULNESS
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COMPANIES MOVING FORWARD

28
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COMPANIES MOVING FORWARD
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PATIENT’S QUALITY EVALUATION
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SPECIALIZED REVIEW SITES

http://www.imedicalapps.com/

http://www.rankedhealth.com

31

PRESCRIBING APPS

32



17/05/18

17

GUIDELINES
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Reclassification of mobile medical apps for smartphones 
and other mobile devices à generally risk class IIa, but 
under certain conditions can be risk class IIb or III. (Rule 
11 in Annex VIII MDR)

May 2017

mHealth
assessment 

guidelines working 
group

GUIDELINES

HOWEVER…

• There is a grey zone of Apps that are not
medical devices and fall outside the 
regulation

• Many of the most risky Apps, such as
uncontrolled and not expert-reviewed
reference books, fall outside the regulation

• The app market is not compatible with 
certification timing

• The user is not aware of quality and 
reliability issues

34
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RESPONSE FROM THE FDA
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THE FDA PRE-CERTIFICATION 
PILOT PROGRAM

• The basic goal of the Pre-Cert program is that it will focus not 
on particular products but on firms and developers. 

• If the FDA is satisfied that the firm is responsible and safe in its 
development, then it won't need to regulate each product 
from that firm.

RISKS FOR USERS

36

DISOTERTED MEMORIES
“If we direct all of our 

attention toward capturing the 
best shots for our social media 
followers to admire, less will 
be available to enjoy other 
aspects of the experience in 

real time,”SLEEP
Getting worked up with anxiety 
or envy from what we see on 

social media keeps the brain on 
high alert, preventing us from 

falling asleep
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SECURITY AND PRIVACY
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• Individuals may have a limited or incorrect understanding of 
when data about their health is protected by law, and when
it is not à some health-related information are stored in places
that usually treat non-health information (e.g., Twitter, Facebook, 
etc) à HIPAA rule does not apply

• Health information collected in different places without
consistent security standards may pose a cybersecurity threat
(of which individuals may be unaware) 

• Medical device manufacturers may not be covered entities or 
business associates under HIPAA. This leaves a health care 
provider using a medical device with potentially greater 
responsibility for assuring privacy and security protections 
for health information created and shared by the device

DATA COLLECTION

• Through mHealth apps and wearables terabytes 
of personal health data are collected daily à
– Who owns the data?
– Will the makers of the fitness bands sell 

personal information? 
– Will it be anonymous and aggregated or 

associated with us by name? 
– What if we want to contribute our data—to a 

doctor? To a research study?
– How are they collected?
– Who can use/analyze these data

38
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IOT AND ENLARGED NETWORKS

• Challenge of Io(h)T à Securing health care data and 
medical devices (consumer and clinical) to protect 
patients and provide the highest level of care. 

• Io(h)T often uses non-regulated devices that may affect 
privacy, safety, and patient care.

• Who is in charge?
– FDA
– HIPAA
– HHS
– Government

• Too many regulations that apply to different 
devices/systems that are now connected à need to 
harmonize existing and future laws and regulations that 
affect healthcare industry cybersecurity.

39

CHALLENGES: INTEGRATION
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Patients
at Home

Healthcare 
professionals

Allowing the bi-directional exchange of information 
between mHealth applications and EHRs has the 

potential to enable patient-centered and home-settled 
care, and to include patients, families, and communities in 

the care process.
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DATA EXCHANGE REQUIREMENTS

Exchange accurate information
• Preserve the original meaning intended by the author. 

Data protection
• Confidentiality (protection from unwanted access), Integrity (transmission 

and maintenance of accurate data), Availability (data accessibility and 
usability upon demand by authorized request), Accountability (traceability of 
responsibility on data content) and Disaster Recovery. 

Interoperability and flexibility
• Technological interoperability (e.g., standard communication architectures), 

and Semantic interoperability (e.g., shared terminologies/ontologies). 

Patient education
• Support patients to both enhance their “health literacy” and to create a 

“culture of custodianship” related to the nature of personal health 
information. 

Research and evidence-based practice
• Ensure the availability of information necessary for establishing the benefits 

and limitations mHealth App-EHR two-way exchange. 

41 Marceglia, Fontelo, and Ackerman, JAMIA 2015
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THE STANDARDS-BASED ARCHITECTURE

Professional 
Health 

Information 
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App
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Prescription Request

• Data exchange based on structured standards-based documents
• No data storage on the mHealth App
• Only de-identified data are transmitted
• The mHealth App provides access to health information for patients (e.g., Medline 

Plus)

Marceglia, Fontelo, and Ackerman, JAMIA 2015
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FHIR TECHNOLOGY

IMPLEMENTATION (1)

44
Marceglia et al, AMIA 2017

TELEMONITORING OF 
PARKINSON’S PATIENTS
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RESULTS

45 Marceglia et al, AMIA 2017

mHealth tool for the patient at
home:
• Daily diet fill in
• Daily lifestyle fill in

Web-based platform for healthcare
professionals:
• Management of the food atlas. 
• Monitoring of patient dietary habits
• Trends and statistics.
• Anonymous data management

DMS

paziente

paziente

Patient

Clinician

IMPLEMENTATION (2)

DMS is aimed to 
systematically 

collect nutrigenomic
and lifestyle data 
from patients and 

citizens in the 
context of a large 
epidemiological 

study

Intelligence:
Evaluation of macro 
and micro nutrients
intake

46 Conti C et al, MIE 2015
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SUPERVISED DSS 
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IBM WATSON AND WATSON HEALTH

48

2011

Watson is a platform of services to 
implement solutions based on 

cognitive computing

Watson Health is a 
development of 

Watson to support 
health and life science
It is based on medical 

literature, patents, 
genomics, chemical 
and pharmacological 

data, medical 
terminologies, 

electronic health 
records, and 
bioimages
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WATSON FOR NUTRITION
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Watson Chef can be 
the basis for giving 
smart tips on food 
and nutrition to 

patients and citizens

https://www.ibmchefwatson.com/

WATSON FOR ONCOLOGY

50

50

• 362 cancer cases at 
the Memorial Sloan 
Kettering Cancer 
Center (New York, 
USA)

• Treatment 
recommendations 
concordant in 96.4% 
of lung, 81.0% of 
colon and 92.7% of 
rectal cancer cases. 
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WATSON FOR DRUG DISCOVERY
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• Searches scientific abstracts for genes, 
proteins, target chemical compounds, or 
interesting conditions and provides 
dynamic mapping of the links between 
them.

• Explore predictions for new entity 
relationships by applying predictive 
algorithms to existing relationship 
networks

https://www.ibm.com/us-en/marketplace/ibm-watson-for-drug-discovery

STARTING FROM THE SCRATCH

52

Implementing a Watson-based 
Decision Support System for the 
diagnosis of temporomandibular 

disorders

SYMPTOMS

CLINICAL 
GUIDELINES

SCIENTIFIC 
LITERATURE

SUGGESTION 
AND 

EXPLANATIONS
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WORKING PHASES

53

DOMAIN 
ANALYSIS

CHOICE OF 
THE MOST 

USEFUL 
WATSON 
SERVICES

TRAINING TESTING REFINEMENT CLINICAL 
FEEDBACK

THE RESULT

54
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REGULATIONS FOR AUTOMATED DSS
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• Regulated devices based on the degree of human 
involvement, as opposed to doing so based on risk.

• CDS won't be regulated if the physician can independently 
review and understand the basis of the software's decision

• Even low-risk products would be subject to FDA regulation if 
they are all automatic

Caveats: regulations for automated DSS

56
www.mobilehealthnews.com
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CONCLUSIONS
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CONCLUSIONS
• mHealth is a promising field that would promote 

inclusion of patients in the healthcare process

• Integrating patient-generated information to EHRs will 
– enable patient-centered and home-settled care
– provide inclusion of patients, families, and communities in 

the care process.

…HOWEVER…

• There are concerns about data security, app quality
• There are challenges still to be addressed

– There is the technological challenge of creating a 
standards-based architecture for data exchange (HL7-FHIR)

– There is the analytic challenge of collecting information 
appropriately and finding powerful tools for creating 
personalized suggestions for families/patients

58
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THANK YOU FOR THE ATTENTION!
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CONTACTS:
smarceglia@units.it


