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Credits for this picture: http://kayarvizhy.com/

Cyber-Physical Systems (CPS)



Temperature Control



Artificial Pancreas

Type 1 diabetes occurs 
when the pancreas 
produces little or none 
of the insulin needed to 
regulate blood glucose

They rely on external ad-
ministration of insulin to 
manage their blood 
glucose levels. 



Automotive Car



https://threatpost.co
m/abbott-addresses-
life-threatening-flaw-
in-a-half-million-
pacemakers/131709/

https://inews.co.uk/essentials/lifestyle/cars/car-
news/vehicle-safety-recalls-notices-prestige-cars-
recalled-april/

Are we safe ?



8 https://jalopnik.com/uber-self-driving-car-detected-
pedestrian-killed-in-cra-1825834016

Some tragic accidents



Model-based Design Approach



Requirements Driving Design

Requirements formally 
capture what it means 
for a system to operate 
correctly in its 
operating environment



Typical day in a control designer’s life
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Typical day in a control designer’s life
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E.g. It is always true that the highest temperature will be below 75 degree and the lowest 
temperature will be above 60 degree 

Key ingredients:
u Propositions 

E.g. p = T<75, q=T>60

u Boolean operators: ∧, ∨, ¬
E.g. p ∧ q

u Temporal Operators: always (G or     ), eventually (F or     ), until (U), next (X or     )
E.g. #(p ∧ q)

Linear Temporal Logic (LTL) 
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It is a logic interpreted over infinite discrete-time traces

Type(



E.g. For the next 3 days the highest temperature will be below 75 degree and the lowest 
temperature will be above 60 degree 
X a ∧ X X a ∧ X X X a with a = T<75  ∧ T>60

Linear Temporal Logic (LTL) 
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It is a logic interpreted over infinite discrete-time traces



Metric Interval Temporal Logic (STL)
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Invented by R. Alur, T.Feder, T.A. Henzinger (1991) 
It extended LTL by adding dense time intervals:

! ",$ (p ∧()

Signal Temporal Logic (STL)
Invented by D. Nickovic and O. Maler from Verimag (2004)
It extended MITL by having signal predicates over real values as atomic formulas:

! ",$ (* + < 75 ∧ * + > 60)



Expressing specifications in STL
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0 31.5

60

75

Always between time 0 and 3

!"#$%&[(,*] 60 < / 0 < 75

0

Eventually at some time t
between time 0 and 60

From that time t, always till the 
end of the signal trace

345678$""% (,9( !"#$%& :(0) < 0.1
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Can we express our engineer’s requirements? 
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% ≡ Alw *,,* step ⇒ Alw *,2 3 − 3567 < 0.05



CPS model 

 !x = fq x( )

q2

q1

q0

Formal Specification Language (STL) 

Simulation 

x t( )

 q0 → q1 →…

Specification-based Monitoring 

2"

2"s"

4.5"s"

2"

0.5"

ϕ :=  G 2,4.5[ ] x[t] < 2( )

Between&2s&and&4.5s&the&signal&is&between&32&and&2&&

STL"formula"

		 
ϕ := 	! 2,4.5⎡⎣ ⎤⎦

x[t ] <2( )
Monitor generation 

Hybrid System 

Boolean Value 

TRUE FALSE 

Real Value 

0	−∞ ∞

Quantitative Verdict  
(Robustness) 

TRUE	 FALSE	

Qualitative Verdict 

CPS Instrumentation/ 
Execution 

Sensors 

x t( )

Informal Specification 

Between 2s and 4.5s the output  
signal is between -2 and 2  

Specification-based Monitoring

Complex behaviours Low dimensional vectors
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STL Syntax
Syntax of STL

! ∷= $ % ~0 | $:) → ℝ is a function over the signal %: , → ),

∼ ∈ ≤,<,>,≥,=,≠
¬! | Negation

! ∧ ! | Conjunction

7 8,9 ! | At some Future step in the interval [;, <]
> 8,9 ! | Globally in all times in the interval [;, <]

! ?[8,9] ! | In all steps Until in interval [;, <]



Recursive Boolean Semantics of STL
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! "(!, %, &)
( % ~0 ( %(&) ~0 , ∼ ∈ ≤,<,>,≥,=,≠
¬! ¬" !, %, &

!4 ∧ !6 " !4, %, t ∧ " !6, %, t

8 9,: ! ∃< ∈ & + >, & + ? "(!, %, <)

@ 9,: ! ∀< ∈ & + >, & + ? "(!, %, <)

! B[9,:] E ∃< ∈ & + >, & + ? " E, %, < ∧ ∀<F ∈ &, < " !, G, <′



• Until

• Since

Since and Until Operators



u Semantics of STL specified recursively over a signal !: # → % at each time,

For each STL formula &, here’s how we define it’s semantics:
u If & is the signal predicate ' = ) ! > 0, then 
, &, !, . = ./01 iff ) ! . > 0

STL semantics

24

!2, 
344

2

5

! = (71, 72)
; = 72 − 71 − 1
, ) ! > 0, !, 2.15 ?

4. 2@
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0.1 0.2 0.3 0.4 0.5 0.6 0.7

1

2

x

t

3

! " − 1.5 > 0 T T T F F T T T

)*[,,,..] 0
Alw[4,4.5]Ev[,,,..] 0

0,0

T

8 ≡
: 4,4.5 ; 4,4.< = > ≥ @. A

T

Recursive Boolean Semantics of STL

T T T T T



Example STL formulas: Overshoot
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time

Overshoot:
alw $,& step +,-., / ⇒ alw $,1 +(/) − +,-.(/) < 6

Step:
step 7, / ≔ 7 / + : − 7 / > <

= >

?@AB
?

1

6

&



Example STL formulas: Settling Time
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time

Settling Time:
alw $,& step +,-., / ⇒ alw 12,3 +(/) − +,-.(/) < 8

Step:
step 9, / ≔ 9 / + < − 9 / > >8

?

@ABC
@

12 &



USC Viterbi
School of Engineering
Department of  Computer Science
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USC Viterbi

School of Engineering
Department of  Computer Science

u Suppose you are designing a robot that has to do a number of missions

Example specifications in LTL
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Kitchen
(")

Bedroom ($)

Living Room (ℓ)

Bathroom (&)

Study (')

u Whenever the robot visits the 
kitchen, it should visit the 
bedroom after.

((") ⇒ + $))
u Robot should never go to the 

bathroom.
(¬&)

u The robot should keep working 
until its battery becomes low
-./"012 3 4.-_&6778/9

TV



Robot Path Specification
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u Whenever the robot visits the 
kitchen, it should visit the bedroom 
within the next 15 mins.

! " # ∈ %& ⇒ ( ),+, " # ∈ %-

u Robot should not go to the bathroom 
in the first 60 mins.

! ),.) " # ∉ %-012

%3: Box describing room 4

"(#): Position of robot at time #

Kitchen
(7)

Bedroom (8)

Living Room (ℓ)

Bathroom (:)

Study (;)

TV

Passage (")

(0,5)

(15,25)

" # ∈ %& ∶ 0 < "? # < 15 ∧ 5 < "C # < 25



Robot Path Specification
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Kitchen
(")

Bedroom ($)

Living Room (ℓ)

Bathroom (&)

Study (')

Passage (()
u The robot battery should last 

between 4 hours and 6 hours
Q t ≥ ,-./ 0 123,563 Q t < Q89:

u For the first 10 hours, the robot is 
never in any room for more than 30
minutes

=[3,633] @
A

( B ∈ DA ⇒ F 3,53 ( B ∉ DA
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CPS model 
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Specification-based Monitoring



u Quantitative semantics defined using the notion of a Robust Satisfaction 
Value, or Robustness Value

u Robustness ! is a function that maps
�a given trace "($), 
�a formula &, 
�and a time $
to some real value

u We can interpret robustness as “distance to violation” of a given formula

STL has quantitative semantics
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GOOD

GOOD

Distance to violation/satisfaction
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! "#,%## ('(() < 3)

How far is
bad?

0 10050

3

BAD
'

(

0 10050

3

BAD'

(

How bad is 
the violation?



How do quantitative semantics help our engineer?
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Uh Oh!time

!,
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time
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time
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%& = -0.2

%& = 0.01

%& = 0.2

' ≡ Alw ,,., step ⇒ Alw ,,4 5 − 5789 < 0.05



Recursive Quantitative Semantics
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! "(!, %, &)
( % > 0 , ( % ≥ 0 ( %(&)

¬! −" !, %, &
!. ∧ !0 min " !., %, t ∧ " !0, %, t
5 6,7 ! sup

;∈ =>6,=>7
"(!, %, ?)

@ 6,7 ! inf;∈ =>6,=>7 "(!, %, ?)

! B[6,7] E sup
;∈ =>6,=>7

min " E, %, ? , inf
;F∈ =,;

" !, %, &
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! ≡ # $ > 1.5

0.1 0.2 0.3 0.4 0.5 0.6 0.7

1

2

x

t

3

# $ − 1.5 1 1 0.5 -0.5 -1 0.5 0 0.5

*+[-,-./] !

Alw[4,4.5]Ev[-,-./] !

0,0

1 1 0.5 0.5 0.5 0.5

8 ≡
9 4,4.5 : 4,4.; < = > >. ?

f #($) > 0 at time $ D(# $ )

Always[H,I] J at time $ Minimum over robustness of J for $K ∈ $ ⊕ [N, O]

Eventually H,I J at time t Maximum over robustness of J for $K ∈ $ ⊕ [N, O]

0.5

Robustness computation example



Property of Robust Satisfaction Signal
�Sign indicates satisfaction status (soundness):

�Absolute value indicates tolerance (correctness)

! ", $, % > 0 ⇒ ) ", $, % = 1
! ", $, % < 0 ⇒ ) ", $, % = 0

$ − $. / < ! ", $, % ⇒ ) ", $, % = ) ", $′, %



u Requirement-based testing for closed-loop control models

u Falsification Analysis

u Parameter Synthesis

u Mining Specifications/Requirements from Models

u Online Monitoring

u …

The many uses of STL
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Analog Monitoring Tool (AMT)
http://www-verimag.imag.fr/DIST-TOOLS/TEMPO/AMT/content.html

�STL with qualitative semantics
� Correctness

�Offline monitoring
� Incremental monitoring



Breach

�MATLAB toolbox for
�Simulation
�Verification of temporal properties
�Reachability

�STL with qualitative and quantitative 
semantics
�Correctness
�Robustness



S-TaLiRo

�MATLAB toolbox for searching
trajectories with minimal robustness
�Randomized testing

�Monte-Carlo simulation
�Ant-colony optimization
�Simulated annealing
�Genetic algorithms
�Cross enthopy

�MTL with quantitative semantics
�Robustness



Hardware Monitoring of STL
• Formalize SENT

protocol requirements

• STL & TRE

• Real-Time 
Correctness Monitors

• With Recovery
Magnetic Angular Sensor

K. Selyunin, S. Jakšić, T. Nguyen, C. Reidl, U. Hafner, E. Bartocci, D. Ničković, R. Grosu: 
Runtime Monitoring with Recovery of the SENT Communication Protocol, CAV 2017
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