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obiettivi

• Vedere che relazione c’è tra Android OS e Linux
• Utilizzare il networking di Android (Linux)
• Utilizzare python3 (senza conoscere Python)
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info

• Useremo l’applicazione «UserLAnd» (install dallo store di Google) 
[non richiede root]

• https://github.com/CypherpunkArmory/UserLAnd
• UserLAnd utilizza:
• https://github.com/termux/termux-app

• Il componente fondamentale è proot
• https://proot-me.github.io/
• https://github.com/proot-me/PRoot
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Architettura Android OS
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man proot

• PRoot is a user-space implementation of chroot, mount --bind, and 
binfmt_misc. This means that users don't need any privileges or setup to 
do things like using an arbitrary directory as the new root filesystem …... 

• Technically PRoot relies on ptrace, an unprivileged system-call available in 
every Linux kernel.

• The new root file-system, a.k.a guest rootfs, typically contains a Linux 
distribution. 

• By default PRoot confines the execution of programs to the guest rootfs
only, however users can use the built-in mount/bind mechanism to access 
files and directories from the actual root file-system, a.k.a host rootfs, just 
as if they were part of the guest rootfs.
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int chroot(const char *path);

chroot() changes the root directory of the calling process to that
specified in path.  This directory will be used for pathnames
beginning with /.  The root directory is inherited by all children of
the calling process.

Only a privileged process (Linux: one with the CAP_SYS_CHROOT
capability in its user namespace) may call chroot().
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Istruzioni in breve

• Installare l’applicazione UserLAnd (da Google Play Store)
• Lanciare la app, scegliere «Debian», scegliere ssh, specificare le 

credenziali (es. utente)
• Se funziona, apparirà terminale; fare login 
• Installare i seguenti packages:
sudo apt-get install net-tools wget nano
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Istruzioni in breve

• Se connessi in WiFi, scoprite l’indirizzo ip cercando un device di rete 
‘wlan0’ (non è detto che abbia proprio questo nome) usando il comando:

ip address
• Se la rete WiFi permette la comunicazione tra peers, da un altro dispositivo 

potete connettervi al terminale Android:
ssh –p 2022 utente@<indirizzo_ip_wifi_android> (oppure usare putty da 
Windows)

• In alternativa, potete scaricare ngrok (vedere slide) per creare un tunnel 
usabile per connettersi da remoto al terminale Android
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Istruzioni in breve

• Installare i seguenti package:
sudo apt-get install build-essential libssl-dev libffi-dev python-dev git
sudo apt-get install python3-pip python3-venv
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Esempi su github

mkdir git
cd git
git clone https://github.com/marcotessarotto/exOpSys
cd exOpSys/01printargs
sh build.sh
cd ../..
cd exOpSys/01files
sh build.sh
build_dir/01files
….
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python3

• Creazione python virtual enviroment, nella cartella $HOME/my_env:
python3 -m venv my_env
• Attivare python virtual enviroment:
source my_env/bin/activate
• Installare una applicazione python:
pip install youtube-dl
• Installare ffmpeg (serve a youtube-dl)
sudo apt install ffmpeg
• Provare youtube-dl
youtube-dl …….
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Istruzioni «estese» con slide
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ngrok tcp 22
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Wi-Fi ip address

ip address

Se connessi in Wi-fi, cercare una interfaccia di rete del tipo «wlan0»
Recuperare l’indirizzo IP dell’interfaccia di rete

ssh –p 2022 utente@indirizzo_ip
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ip address
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Necessario per youtube-dl

• Installare ffmpeg
sudo apt install ffmpeg
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Esempio python

• nano hello.py, contenuto:
• print(«hello world!»)

• Eseguire con:
python hello.py

Installare django:
pip install django
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Esempio con Django framework

• Installare django:
pip install django

django-admin startproject mywebsite
cd mywebsite
python manage.py migrate
python manage.py runserver 8000
# visibile in locale all’indirizzo http://localhost:8000/
per vedere la web app anche in rete (attenzione alla sicurezza!), vedi slide 
successive
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