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Lecture 4 – FAIR principles

Open Data Management & the Cloud
(Data Science & Scientific Computing / UniTS – DMG)
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Guiding Principles

Four guiding principles for scientific data management and stewardship

indable

ccessible

nteroperable

eproducible

F

A

I

R

Applicable to “data” but also to all what led to that data

Algorithms

Tools

Workflows
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Added value repositories…

Well curated

Deeply integrated

Domain specific

Cannot capture all the general data production

http://simbad.u-strasbg.fr/simbad/
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General purpose repositories…

Accept wide-range data types and formats

No integration or harmonization of content

“The resulting data ecosystem, therefore, appears to be moving away from 
centralization, is becoming more diverse, and less integrated, thereby exacerbating 
the discovery and re-usability problem for both human and computational 
stakeholders.”

Wilkinson & al. 
“The FAIR Guiding Principles for scientific data management and stewardship” 

https://doi.org/10.1038/sdata.2016.18
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Good Data Management & Stewardship

Goal:

Applicable for 

Data management

Supervision, “conduction”

Data stewardship

Careful and responsible management

humans

machines

transparency

reproducibility

reusability

of data holdings for
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Approaching the scenario...

Do the datasets I’m searching for exist?

Where are they published?

How do I start the search?

What tools I use?

How do I access them?

What formats are available?

Can them be used together with

My local dataset?

Other dataset from different repositories?

Can all of this be automated?

Do licenses apply?

Dataset discovery & integration perspective
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Human-driven activities

Intuitive sense of semantics

Ability to identify directly the context(s)

Less prone to error in selecting the data

Caveat: also humans need metadata

Not fit to scope, scale, speed

Big Data

We need machines!
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Machine-driven activities

Must be able to face wide range of

Types

Formats

Protocols

Must keep provenance records

Requires datasets with detailed information to 
move through autonomous action steps

Identify object type

Determine usefulness interrogating metadata

Determine usability: license, accessibility…

Take appropriate action

“Machine Actionability”
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Machine Actionable

“FAIR principles provide steps-along-the-path towards machine-actionability”

2 contexts

Data discovery: contextual metadata

Data access: digital object content

2 approaches

Data-type specific support

General purpose open technologies

Ultimate goal: in the growing data environment, through 
general purpose repositories, guide the machines in 
finding and using datasets they have never seen before.
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Before going to details...

A Data Object is defined as

An Identifiable Data Item 

Data elements + Metadata + Identifier

The term (meta)data indicates that the principle

is true for Metadata as well as Data Elements in the Data Object

can be independently implemented for either one

FAIR principles

Related, Independent, Separable

To lower the entry barrier

To allow incremental implementation

But acting as guides, i.e. before implementation

Good data management and stewardship is not a goal in 
itself, but rather a pre-condition supporting knowledge 
discovery and innovation
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The FAIR Guiding Principles
● To be Findable:

● F1. (meta)data are assigned a globally unique and persistent identifier
● F2. data are described with rich metadata
● F3. metadata clearly and explicitly include the identifier of the data it describes
● F4. (meta)data are registered or indexed in a searchable resource

● To be Accessible:
● A1. (meta)data are retrievable by their identifier using a standardized communications protocol
● A1.1 the protocol is open, free, and universally implementable
● A1.2 the protocol allows for an authentication and authorization procedure, where necessary
● A2. metadata are accessible, even when the data are no longer available

● To be Interoperable:
● I1. (meta)data use a formal, accessible, shared, and broadly applicable language for knowledge 

representation.
● I2. (meta)data use vocabularies that follow FAIR principles
● I3. (meta)data include qualified references to other (meta)data

● To be Reusable:
● R1. meta(data) are richly described with a plurality of accurate and relevant attributes
● R1.1. (meta)data are released with a clear and accessible data usage license
● R1.2. (meta)data are associated with detailed provenance
● R1.3. (meta)data meet domain-relevant community standards
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Findable (1)

F1. (meta)data are assigned a globally unique and persistent identifier

Data & metadata persistence

Actual requirement to publishers to state what is persisted

Global uniqueness of identifiers

An handle to attach to each atomic concept

The identifier (URI, DOI, Handle.net, …) uniquely points to the concept

(meta)data are required an identifier being the “atomic” concepts that 
bring information

 URI           = scheme ":" hier-part [ "?" query ] [ "#" fragment ]

The DOI syntax shall be made up of a DOI prefix and a DOI suffix separated by a forward slash.

10.1038/issn.1476-4687

ivo://ia2.inaf.it/hosted/vipers/ssap
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Findable (2)

F2. data are described with rich metadata

Metadata are described throughout the principles, 
especially at “Re-usable” level

Data are required proper description to allow actionability

Discovery context (findable)

Metadata richness is required to

Distinguish among objects

Filter datasets using appropriate information
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Findable (3)

F3. metadata clearly and explicitly include the identifier of the data it describes

Allow for data/metadata separation and reference

Identifier become connection points in the ecosystem of 
data, metadata, services, tools that can build up a 
virtual research environment (VRE)
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Findable (4)

F4. (meta)data are registered or indexed in a searchable resource

(meta)data are “collected” in catalogues 
or repositories

Metadata allow for filtering (search) of 
(meta)data resources within the 
catalogues

Catalogues themselves should be 
indexed and findable

Web search engine are brute force 
metadata repositories in a sense

one needs a bootstrapping mechanism
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Accessible (1)

A1. (meta)data are retrievable by their identifier using a standardized 
communications protocol

A1.1 the protocol is open, free, and universally implementable

A1.2 the protocol allows for an authentication and authorization 
procedure, where necessary

(meta)data are “resolvable” through the identifier

A mechanism exists that brings from the identifier 
to the content

URLs do exactly these, through DNS and web 
servers, HTTP being the protocol

Protocol “open-ness” prevents barriers

A&A is used in cases where sensible/restricted 
(meta)data is published
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Accessible (2)

A2. metadata are accessible, even when the data are no longer available

Persistence solution

Implemented also at PIDs repositories

Metadata are considered as valuable as the 
data themselves
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Interoperable (1)

I1. (meta)data use a formal, accessible, shared, and broadly applicable 
language for knowledge representation.

Metadata is not simply free-text description

Machine-driven requirement

(meta)data formats should be “open”

All the information has be made available 
with machine-actionability in mind

web binary dumps are not FAIR

Common (accessible, broadly accepted and 
shared) languages enable machine 
interoperation
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Interoperable (2)

I2. (meta)data use vocabularies that follow FAIR principles

Vocabularies have to be FAIR data

Recursive requirement

Vocabulary terms should be identified

The “context” should be qualified itself

They have to be “parse-enabled”

They have to use a common language

Allow concepts to be re-used and understood 
outside their original context
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Interoperable (3)

I3. (meta)data include qualified references to other (meta)data

Interoperability requires actionable 
connections among (meta)data

Qualified references are actually unique 
identifiers
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Re-usable (1)

R1. meta(data) are richly described with a plurality of accurate and relevant 
attributes

Some points to take into consideration (non-exhaustive list):

Describe the scope of your data: for what purpose was it 
generated/collected?

Mention any particularities or limitations about the data that other users 
should be aware of.

Specify the date of generation/collection of the data, the lab conditions, 
who prepared the data, the parameter settings, the name and version 
of the software used.

Is it raw or processed data?

Ensure that all variable names are explained or self-explanatory (i.e., 
defined in the research field’s controlled vocabulary).

Clearly specify and document the version of the archived and/or reused 
data.Metadata richness (see Find-ability)
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Re-usable (2)

R1.1. (meta)data are released with a clear and accessible data usage license

Commonly used licenses

MIT

Creative Commons

GNU GPLv3

Choose an Open Souce Licence 
https://choosealicense.com 

https://choosealicense.com/
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Re-usable (3)

R1.2. (meta)data are associated with detailed provenance

As an example check this image
https://commons.wikimedia.org/wiki/File:Sampling_coral_microbiome
_(27146437650).jpg

It includes:

authorship details

uses the Creative Commons Attribution Share Alike license

indicates exactly how the data author wishes to be cited

https://commons.wikimedia.org/wiki/File:Sampling_coral_microbiome_(27146437650).jpg
https://commons.wikimedia.org/wiki/File:Sampling_coral_microbiome_(27146437650).jpg
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Re-usable (4)

R1.3. (meta)data meet domain-relevant community standards

List of some community standards

http://schema.datacite.org/ [for general purpose, not domain-specific]

http://dublincore.org/specifications/ [for general purpose, not domain-specific]

https://www.ncbi.nlm.nih.gov/geo/info/MIAME.html [microarrays]

http://cds.u-strasbg.fr/doc/catstd.htx [astrophysics]

https://www.iso.org/standard/53798.html [geographic information and services]

http://cfconventions.org/ [climate and forecast]

http://www.iucr.org/resources/cif [crystallographic information]

http://www.nexusformat.org/ [neutron, x-ray, and muon experiment data]

http://www.ddialliance.org/Specification [social, behavioral, and economic sciences]

https://sdmx.org/ [statistical data]

https://knb.ecoinformatics.org/#tools/eml [ecology]

http://schema.datacite.org/
http://dublincore.org/specifications/
https://www.ncbi.nlm.nih.gov/geo/info/MIAME.html
http://cds.u-strasbg.fr/doc/catstd.htx
https://www.iso.org/standard/53798.html
http://cfconventions.org/
http://www.iucr.org/resources/cif
http://www.nexusformat.org/
http://www.ddialliance.org/Specification
https://sdmx.org/
https://knb.ecoinformatics.org/#tools/eml
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Digital Data FAIRness
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Example: Dataverse

Dataverse is an open-source data repository software installed in dozens of institutions globally to support public community 
repositories or institutional research data repositories.

Harvard Dataverse, with more than 60,000 datasets, is the largest of the current Dataverse repositories, and is open to all 
researchers from all research fields.

Dataverse makes the Digital Object Identifier (DOI), or other persistent identifiers (Handles), public when the dataset is 
published (‘F’).

DOI resolves to a landing page, providing access to metadata, data files, dataset terms, waivers or licenses, and version information, all 
of which is indexed and searchable (‘F’, ‘A’, and ‘R’).

Dataverse generates a formal citation for each deposit, following defined standard (‘R’)

Deposits include metadata, data files, and any complementary files (such as documentation or code) needed to understand 
the data and analysis (‘R’).

Metadata is always public, even if the data are restricted or removed for privacy issues (‘F’, ‘A’). This metadata is offered at 
three levels, extensively supporting the ‘I’ and ‘R’ FAIR principles: 1) data citation metadata, which maps to DataCite schema 
or Dublin Core Terms, 2) domain-specific metadata, which when possible maps to metadata standards used within a scientific 
domain, and 3) file-level metadata, which can be deep and extensive for tabular data files (including column-level metadata).

Finally, Dataverse provides public machine-accessible interfaces to search the data, access the metadata and download the 
data files, using a token to grant access when data files are restricted (‘A’).
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Example: FAIRDOM

FAIRDOM integrates several platforms to produce a FAIR data and model management 
facility for Systems Biology.

SEEK is a web-based resource for sharing heterogeneous scientific research datasets, models or 
simulations, processes and research outcomes.

Rightfield is an open-source tool for adding ontology term selection to spreadsheets.

JWS Online is a systems biology tool for the construction, modification and simulation of kinetic 
models

OpenBIS is an open, distributed system for managing biological information of data workflows.

Individual research assets (or aggregates of data and models) are identified with unique and 
persistent HTTP URLs, which can be registered with DOIs for publication (‘F’, ‘A’).

Assets can be accessed over the Web in a variety of formats appropriate for individuals 
and/or their computers (RDF, XML) (‘I’, ‘A’).

Research assets are annotated with rich metadata, using community standards, formats 
and ontologies (‘I’).

The metadata is stored as RDF to enable interoperability and assets can be downloaded for 
reuse (‘R’).

See the video “What is data management?” on https://fair-dom.org 

https://fair-dom.org/
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Example: Open PHACTS

Open PHACTS is a data integration platform for information pertaining to drug discovery.

Access to the platform is mediated through a machine-accessible interface which provides multiple 
representations that are both human (HTML) and machine readable (RDF, JSON, XML, CSV, etc), 
providing the ‘A’ facet of FAIRness.

The interface allows multiple URLs to be used to access information about a particular entity 
through a mappings service (‘F’ and ‘A’).

Thus, a user can provide a ChEMBL URL to retrieve information sourced from, for example, 
Chemspider or DrugBank. Each call provides a canonical URL in its response (‘A’ and ‘I’).

All data sources used are described using standardized dataset descriptions, following the global 
standard, with rich provenance (‘R’ and ‘I’).

All interface features are described using RDF following the Linked Data API specification (‘A’).

Finally, a majority of the datasets are described using community agreed upon ontologies (‘I’).
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Example: IVOA (1)

The Virtual Observatory (VO) is the vision that astronomical datasets 
and other resources should work as a seamless whole.

Many projects and data centres worldwide are working towards this 
goal.

The International Virtual Observatory Alliance (IVOA) is an 
organisation that debates and agrees the technical standards that are 
needed to make the VO possible.

IVOA also acts as a focus for VO aspirations, a framework for 
discussing and sharing VO ideas and technology, and body for 
promoting and publicising the VO.
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Example: IVOA (2)
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Example: IVOA (3)
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Example: IVOA (4)
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Example: IVOA (5)
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