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App and Health



HEALTH AND SOCIAL MEDIA
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Example: Health apps for neurology

Headache diary

Epilepsy 
information

Seizure detection
Parkinson’s 
management

Medication 
management

Cognitive 
Behavioural Therapy

Post-stroke 
recovery



mHealth

m-Health à the use of mobile technologies to deliver e-Health



Expectations

Healthcare 
inclusion

Real-time 
communicat

ion

Personalized
care

Data 
collection

for research



WHY MOBILE: HEALTHCARE INCLUSION
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• Digital inclusion also of developing countries

• Distributing healthcare benefits across society 
(equity)

Low-income countries are 
above the world global average



WHY MOBILE: REAL-TIME COMMUNICATION
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• The app helps doctors get information 
about their acute kidney failure 
patients to enable faster diagnostics 
in situations where time is of the 
essence. 

• The app uses 'breaking news' alerts 
to make sure doctors' attention is 
directed to the patients who need it 
the most in the moment.



WHY MOBILE: PATIENT-CENTERED MEDICINE

• Patient inclusion in healthcare delivery
• Increased education capability
• Services for non-patients (wellness, healthy lifestyle)
• Moving some health responsibilites to patients



WHY MOBILE: MEDICAL PRACTICE



WHY MOBILE: MEDICAL EDUCATION



WHY MOBILE: COLLECTING DATA FOR RESEARCH

Crowdsourcing for research

Collect digital data for 
advanced analytics

Collecting data for 
epidemics



CAVEATS (1): Content reliability

• Internet search engines like Google
are the 3rd  source of information
(51,4%), Facebook is the fifth (43,7%).

• Among younger people: 
• First: Facebook (71,1%)
• Second: Google (68,7%)
• Fourth: YouTube (53,6%)

Literature shows that apps provided for 
patients can be inaccurate or uncontrolled 
and that apps reviewed in the scientific 
literature are not those available in stores

Apps are chosen based 
on the review of other 
users but there are no 
recognized systems for 
app review



• Individuals may have a limited or incorrect understanding of when data about
their health is protected by law, and when it is not à some health-related
information are stored in places that usually treat non-health information (e.g., 
Twitter, Facebook, etc) à HIPAA rule does not apply

• Health information collected in different places without consistent security 
standards may pose a cybersecurity threat (of which individuals may be unaware) 

• Medical device manufacturers may not be covered entities or business associates 
under HIPAA. This leaves a health care provider using a medical device with 
potentially greater responsibility for assuring privacy and security protections 
for health information created and shared by the device

CAVEATS (2): Privacy and security



CAVEATS (3): Risks for the users

DISOTERTED MEMORIES
“If we direct all of our 

attention toward capturing the 
best shots for our social media 
followers to admire, less will 
be available to enjoy other 
aspects of the experience in 

real time,”

SLEEP
Getting worked up with anxiety 
or envy from what we see on 

social media keeps the brain on 
high alert, preventing us from 

falling asleep



RESPONSES TO CAVEATS (1): regulatory bodies

Reclassification of mobile medical apps for 
smartphones and other mobile devices à
generally risk class IIa, but under certain 
conditions can be risk class IIb or 
III. (Rule 11 in Annex VIII MDR)

May 2017

THE FDA PRE-
CERTIFICATION 
PILOT PROGRAM

There is a grey zone of Apps that
are not medical devices and fall
outside the regulation



RESPONSES TO CAVEATS (1): regulatory bodies

https://www.healthcareitnews.com/news/fda-hopes-draft-
guidance-device-software-will-offer-clarity-simplicity



RESPONSES TO CAVEATS (2): companies moving forward



Internet of Things

“Interconnection of sensing 
and actuating devices
providing the ability to share 
information across platforms 
through a unified framework, 
developing a common 
operating picture for enabling 
innovative applications. 
This is achieved by seamless 
ubiquitous sensing, data 
analytics and information 
representation with Cloud 
computing as the unifying 
framework.”
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Apps, wereable & implantable devices

The number of devices connected to 
the Internet was 12.5 billion in 2010, 

making the number of connected
devices per person >1 (1.84) for the 
first time in history. Now they are 25 

billions

Medtronic implantable device for 
treating chronic pain by delivering 

neurostimulation at the spinal cord is 
connected to a Samsung Galaxy Tab 
S2, to allow data capturing and IPG 

controlling



IO(h)T



SENSORS AND DRUGS
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Telemedicine and Telehealth

TELEMEDICINE

• Integration, monitoring and management of patients, as well as education of patients and 
healthcare professionals using systems and technologies allowing a prompt communication 
with experts and an effective access to patient’s information, independent from where the 
patient is or the information are stored” (EC commission, 1990)

TELEHEALTH

• Delivery of health care services, where patients and providers are separated by distance. 
Telehealth uses ICT for the exchange of information for the diagnosis and treatment of 
diseases and injuries, research and evaluation, and for the continuing education of health 
professionals. Telehealth can contribute to achieving universal health coverage by 
improving access for patients to quality, cost-effective, health services wherever they may 
be. It is particularly valuable for those in remote areas, vulnerable groups and ageing 
populations (WHO)



Telemedicine

Syncronous
telemedicine

Asyncronous
telemedicine Telemonitoring



Application scenario

DATA

TELEMEDICINE 
SERVICES

TELECOMMUNICATON



USERS
- Patients
- Families and caregivers
- Students
- General practitioners (GPs)
- Specialists
- Researchers

A general model for telemedicine
29

INFORMATION SOURCES
- Patients: biodata, biosignals, bioimages, sounds
- Devices
- Healthcare professionals: reports, experiences, 

prescriptions
- Archives: biodata, biosignals, bioimages, sounds, 

reports

INTERACTION MODALITIES 
(TELEMEDICINE SERVICES)

Teleconsultation, Telediagnosis, Telesurgery, Telemonitoring, Telecare, …

COMMUNICATION TECHNOLOGIES
Telephone, ADSL, LAN, WAN, Internet, …



Actors involved
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CLINICAL 
RESEARCH 

INSTITUTION

UNIVERSITY

CLINICAL CARE

ICT SERVICE PROVIDER LOCAL HEALTHCARE UNIT

SPECIALIST

GENERAL 
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FAMILY ENVIRONMENT

CUP

Students Researchers

General/Central 
Hospital

Suburban
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Multispecialty
Ambulatory
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Assisted
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Patient Formal/Info
rmal

CaregiverFamily



Telemedicine classification by service

Tele-reporting 
•à the reports are created and visualized remotely

Tele-consultation 
•à a second opinion is asked remotely

Tele-explanation 
•à from a specialized to a non-specialized physician

Tele-psychology 
•à to provide comfort to the patient/family

Tele-monitoring 
•à remote monitoring of patient’s clinical condition

Tele-prescription 
•à remote prescribing (drug, therapies, rehabilitation, activities, exercises,..)

Tele-control 
•à possibility to remotely change what is monitored

Tele-booking 
•à remote booking of visits, exams, …

Tele-administration 
•à remote control of administrative procedures

Tele-education
•à training, support, and even examination in a remote fashion
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Examples

Televisits



Examples

Telerehabilitation



COVID boost of telemedicine and telehealth sysetems



Telemedicine use

2014



Services



Telemedicina specialistica



Telesalute



Telemonitoraggio



Teleassistenza



Internet of health things ecosystems

Telemedicine

IoTmHealth

Applications used 
to deliver 
telemedicine 
services

Personal Apps Personal Devices

Full telemonitoring 
systems



Connecting apps to telemedicine services: HL7-FHIR standards

Patient at
Home

Healthcare professional
in Hospital



mHealth-IoT-telemedicine ecosystem for clinical trials: an example

Telemedicine/app ecosystems 
based on standards allow 

integrating patient-generated 
data into clinical research thus 

improving the reliability of results, 
especially for longitudinal, 

chronic, home-based monitoring



mHealth-IoT-telemedicine ecosystem for clinical trials: an example



mHealth-IoT-telemedicine ecosystem for clinical trials: an example



Apps and bi-directional computer interfaces: adaptive DBS

• Adaptive Deep Brain Stimulation (aDBS) devices can record neural signals and adapt the neuromodulation therapy 
accordingly, thus being fully bi-directional computer interfaces

• It is now necessary to study brain dynamics 24/7, and to define optimized algorithms for providing personalized stimulation
• A data management ecosystem 



• mHealth apps are increasingly adopted, together with wearable and IoT 
devices
• There are no recognized review systems for health-related apps that are 

not certified as medical devices
• A full Internet of Health System including telemedicine (communication 

technologies), apps, and devices could be an effective way to exploit the 
full potentials of apps
• There are medical informatics standards (HL7-FHIR) that enable the 

connection of apps to electronic health records and hospital systems
• The use of apps can boost medical research thanks to the possibility to 

collect data in ecologic environments and to include patient’s generated 
data
• The COVID-19 pandemic boosted the adoption of apps and telemedicine 

opening the way for its adoption also in non-emergency situations 

Take-home messages


