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Who do I do.. 
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Course Logistics
Timing
• Tuesday 14:15-16:00 Edificio C7, Aula A
• Thursday 11:00-13:30 (Break 12:10-12:25), Edificio H2Bis, 3B

• Some seminars

Course Website 
Moodle
Teams



What is a Cyber-Physical System?



What is a Cyber-Physical System?

A CPS is a mechanism that is controlled or monitored by computer-based
algorithms, tightly integrated with the Internet and its users.

Physical = physical device or system + environment 
Cyber = computational + communicational

Coined in 2006 by Helen Gill (National Science Foundation )

The important part in CPS is the conjunction/intersection between the
computing part and physical dynamics



What is a Cyber-Physical System?

• Systems where the behavior of the physical 
components is strongly influenced by the 
software components
• Systems where there the communication

between the physical component and the 
software component may be direct or through 
a network
• Systems in which the primary role played by 

software is control (in contrast to passive 
monitoring)

Comunication

ControlComputation

CPS



What is a Cyber-Physical System?

In cyber-physical systems, physical and software components are:

• deeply intertwined
• each operating on different spatial and temporal scale
• exhibiting multiple and distinct behavioral modalities
• interacting with each other in a lot of ways that change with context.

CPS combines elements of cybernetics, mechatronics, control theory, process
science, embedded systems, distributed control, and more recently
communication.



Is the Field of Cyber-Physical Systems New?

• Hybrid Systems: are a mathematical abstraction, CPS are real-world 
objects.

• Embedded Systems: are computational system embedded in a physical 
system. Any CPS contains an embedded system.

• Real-time  Systems: must respond to external changes within certain 
timing constraints. Control systems can have or not real-time constraints.

• Other related disciplines: multi-agent system, mechanotronics, control 
theory, robotics, Internet of Things (IoT), formal methods for specification 
and verification.
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The challenges of working 
in a multidisciplinary area 



Example Structure of a CPS

Cyber part
(Computational Platform)
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Example Structure of a CPS

Cyber part
(Controller)

 !x = f x( )

Physical part
(Controlled system)
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Our view of a CPS

Controller
(Some embedded code)

Actuators SensorsPhysical 
component

Communication 
Network

Environment/Plant



Examples

[All images from Google image search]



Application domains: Medical Device

This Photo by Unknown Author is licensed under CC BY-NC-ND

http://jaime-dulceguerrero.com/el-pancreas-artificial-mi-opinion/
https://creativecommons.org/licenses/by-nc-nd/3.0/


Application domains: Transportation



Application domains: Energy



And many other applications…

• Robotics
• Critical Infrastructures
• Industrial Control
• Manufactering
• Agricolture



Autonomous CPS

• Autonomous: without the need for human intervention or control

• Autonomous CPS = CPS with no human operator!

• Semi-autonomous: CPS with autonomy under specific conditions but requiring a 
human operator otherwise.

• Today, several CPS examples are semi-autonomous, and getting to fully 
autonomous



Are we safe ?

ACPS are safety-critical, and/or 
mission-critical with huge implications 
on human health, well-being, 
economy, etc.



Safety-Critical Systems

Systems where failure could lead to severe consequences, such as loss of life, injury, 
environmental damage, or property destruction.
Examples: Aircraft control systems, medical devices, nuclear reactors

Mission-Critical Systems
Systems essential for the successful completion of a mission or operation. Failure 
leads to significant financial or operational impact but not necessarily loss of life.
Examples: Banking systems, communication networks, logistics systems.



Some tragic accidents

Highway surveillance footage from November 24 shows a 
Tesla Model S vehicle changing lanes and then abruptly 
braking in the far-left lane of the San Francisco Bay Bridge, 
resulting in an eight-vehicle crash.

https://theintercept.com/2023/01/10/tesla-crash-footage-autopilot/https://www.theguardian.com/technology/2016/jun/30/tesla-autopilot

https://theintercept.com/2023/01/10/tesla-crash-footage-autopilot/
https://www.theguardian.com/technology/2016/jun/30/tesla-autopilot-death-self-driving-car-elon-musk


https://www.teslaoracle.com/2022/09/24/tesla-fix-
pinching-finger-window-nhtsa-recall-fmvss-118-22v-
702/

Are we safe ?

https://www.teslaoracle.com/2022/09/24/tesla-fix-pinching-finger-window-nhtsa-recall-fmvss-118-22v-702/
https://www.teslaoracle.com/2022/09/24/tesla-fix-pinching-finger-window-nhtsa-recall-fmvss-118-22v-702/
https://www.teslaoracle.com/2022/09/24/tesla-fix-pinching-finger-window-nhtsa-recall-fmvss-118-22v-702/


Rigorous Engineering of CPS



Model-Based Design (MBD)

Requirement Definition Design/Implementation Verification



The V-Model



Model-based Design Approach
• MBD when used for designing embedded software1 has 4 main steps

1. Model the physical components/environment (also known as a plant model)
2. Analyze the plant, and synthesize/design the control-software at a high-level
3. Co-Simulate the plant and control-software
4. Automatically generate code from the control-software model for deployment

• MBD languages are often visual and block-diagram based, e.g. Simulink

• Why?
[1] Nicolescu, Gabriela; Mosterman, Pieter J., eds. (2010). Model-Based Design for Embedded Systems.  Computational Analysis, Synthesis, and Design of 
Dynamic Systems. 1. Boca Raton: CRC Press.



Requirement Definition
• E.g. Functional Requirements: 

• "The system should control vehicle speed based on driver input.”
• "The drone should reach position X.”

• E.g. Non-Functional Requirements: 
• "The system should process sensor inputs in under 5 milliseconds.”
• "The system must be available 99.9% of the time, 24/7."

• To be precise we need to be FORMAL



Formal Reasoning

• Writing requirement clearly, precisely, and unambiguously

• Often using structured or mathematical language. 

• This ensures that the requirements are testable, verifiable, and 
consistent. 

• Formality reduces misinterpretation, facilitates verification, and 
allows for automated analysis, making sure the system behaves as 
expected based on well-defined criteria.



Formal Reasoning

Reachability



Formal Methods

Mathematical, Algorithmic techniques for modeling, design, analysis

– Specification: WHAT the system must/must not do 

– Verification: WHY it meets the spec (or not) 

– Synthesis: HOW it meets the spec (correct-by-construction design)



Requirement-Driven Design

Requirements formally capture what it means for a system to operate correctly in its operating 
environment



How to ensure safety-critical requirements in CPS ?

Exhaustive verification of CPS is increasingly intractable:

§ Openness, environmental change

§ Uncertainty, spatial distribution

§ Emergent behaviors resulting from the local interactions are not 
predictable by the analysis of system’s individual parts

§ Classic state-space explosion problem

Requirement-Driven Design



Course Objectives
• Gain familiarity with CPS topics

Challenge Problems/Case studies

• Model-Based Software Development Paradigm for CPS
Developing models for physical components + software (+ communication)

• Write formal requirements for CPS models and perform testing

• Basics of simulation-based testing and falsification



1. Intro to CPS and application domains with example (e.g. Medical 
CPS, energy CPS, transportation CPS)

2. Modeling formalism: Synchronous & Asynchronous Models, Timed 
Models, Dynamical System Models, Hybrid Models, Basics of 
Control

3. Safety: temporal logic and automata, Monitoring Test Generation, 
Falsification

4. Ingredients of Autonomy for CPS: planning, decision-making, 
reinforcement learning

Course Overview



Books (they can just help you)

• Principles of Cyber-Physical Systems, Rajeev Alur, MIT 
Press, 2015
https://www.biblio.units.it/SebinaOpac/resource/princip
les-of-cyberphysical-
systems/TSA3289844?tabDoc=tabloceb

• Introduction to Embedded Systems: A CPS approach
Free at: https://ptolemy.berkeley.edu/books/leeseshia/
https://www.biblio.units.it/SebinaOpac/resource/introd
uction-to-embedded-systems-a-cyberphysical-systems-
approach/TSA3289896?tabDoc=tabloceb

• Principle of Model Checking, Baier, Katoen, MIT Press, 
2008

https://www.biblio.units.it/SebinaOpac/resource/principles-of-cyberphysical-systems/TSA3289844?tabDoc=tabloceb
https://www.biblio.units.it/SebinaOpac/resource/principles-of-cyberphysical-systems/TSA3289844?tabDoc=tabloceb
https://www.biblio.units.it/SebinaOpac/resource/principles-of-cyberphysical-systems/TSA3289844?tabDoc=tabloceb
https://www.biblio.units.it/SebinaOpac/resource/introduction-to-embedded-systems-a-cyberphysical-systems-approach/TSA3289896?tabDoc=tabloceb
https://www.biblio.units.it/SebinaOpac/resource/introduction-to-embedded-systems-a-cyberphysical-systems-approach/TSA3289896?tabDoc=tabloceb
https://www.biblio.units.it/SebinaOpac/resource/introduction-to-embedded-systems-a-cyberphysical-systems-approach/TSA3289896?tabDoc=tabloceb


Grading
Project (teams of 1-2) with a practice development of a CPS application,
verification of formal requirements and falsification or test generation
experiments
You can use:

• Matlab/Simulink (simulation) or

• Python or Java if that is the preferred language (it will require additional work for 
handling requirements but we can help you!) or

• Open to other software solution

Report of the Project (no more than 5 pages)

Oral exam with presentation of the Project + general questions on the topics 
of the course



Example Projects 
1. Create a model of the human heart and design a pacemaker
2. Create a blood-glucose dynamics model and design an automatic 

insulin infusion pump 
3. Satellite Monitoring System
4. Temperature Control of a Continuous Stirred Tank Reactor (CSTR)
5. A traffic light, ideally equipped with a camera that detects the 

presence of pedestrians waiting to cross the street
6. Control policy for a simulated self driving car, that needs to be 

driven along a street track



Questions?



Application domains: Medical Device

This Photo by Unknown Author is licensed under CC BY-NC-ND

http://jaime-dulceguerrero.com/el-pancreas-artificial-mi-opinion/
https://creativecommons.org/licenses/by-nc-nd/3.0/


PaceMaker

Z. Jiang, M. Pajic, S. Moarref, R. Alur, R. Mangharam, Modeling and Verification of a Dual Chamber 
Implantable Pacemaker, In Proceedings of Tools and Algorithms for the Construction and Analysis of 
Systems (TACAS), 2012.  



How does a healthy heart work?

Z. Jiang, M. Pajic, S. Moarref, R. Alur, R. Mangharam, Modeling and Verification of a Dual Chamber 
Implantable Pacemaker, In Proceedings of Tools and Algorithms for the Construction and Analysis of 
Systems (TACAS), 2012.  

Ø SA node (controlled by nervous system) 
periodically generates an electric pulse

Ø This pulse causes both atria to contract pushing 
blood into the ventricles

Ø Conduction is delayed at the AV node allowing 
ventricles to fill

Ø Finally the His-Pukinje system spreads electric 
activation through ventricles causing them both 
to contract, pumping blood out of the heart



PaceMaker
ØAging and/or diseases cause conduction properties 

of heart tissue to change leading to changes in 
heart rhythm

ØTachycardia: faster than desirable heart rate 
impairing hemo-dynamics (blood flow dynamics)

ØBradycardia: slower heart rate leading to insufficient 
blood supply

ØPacemakers can be used to treat bradycardia by 
providing pulses when heart rate is low



How dual-chamber pacemakers work

• Activation of local tissue sensed 
by the leads (giving rise to 
events Atrial Sense and 
Ventricular Sense)

• Atrial Pace or Ventricular Pace 
are delivered if no sensed events 
occur within deadlines

Heart Pacemaker

Asense

Vsense

APace

VPace



Type 1 Diabetes
Type 1 diabetes occurs 
when the pancreas 
produces little or none of 
the insulin needed to 
regulate blood glucose

They rely on external ad-
ministration of insulin to 
manage their blood 
glucose levels. 

This Photo by Unknown Author is licensed under CC BY-SA

https://www.wikidoc.org/index.php/Diabetes_mellitus_type_1_pathophysiology
https://creativecommons.org/licenses/by-sa/3.0/


Continuous Glucose Monitoring



Insulin pumps



Artificial Pancreas



Artificial Pancreas



Application domains: Transportation CPS
Everything that moves will become autonomous



Automotive Car



Automotive Car



Automotive Car



Automotive Car



Application domains: Energy



Temperature Control



Energy Control



even-thermostats-have-a-heart

https://www.digitalcity.wien/even-thermostats-have-a-heart/?fbclid=IwAR3mP2WmogiJgEwW6erL4bBrJ6SvbAU6yltlTjFt-OR9HgjYIz-qMh8sOuk

